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General Description

Watchguard firewall reports substantial amount of information which allows in depth
analysis. In most of the cases, these systems rely on internal databases in order to
create reports and analytics.

With the help of this integration, LogPoint can fully extract and correlate firewall
events and at the same time, combine the results with observations from other
systems. Administrators can use LogPoint to get real-time alerts and provide long-
term analytics.

Functional Description

The key analytical components of the integration are: Ability to view statistics on
infections, types of threat categories used, sources of where attacks originate from and
analytics on the state of the update progress to identify gaps in security coverage.

LogPoint provide relevant real-time analytics in order to identify the patterns and
insights of the Windows environment.
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Firewall Action - Timetrend
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Configuration of Watchguard Firewall

Use Watchguard Fireware Web Ul or System Manager > Policy Manager to connect
to your Firebox. We connect using Policy Manager in this guide.

1. Select Logging from Setup.
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i} Logging Setup M

Use these setlings to configure where the device sends log messages.

The device can send log messages fo more than one destination at the same time. Select the check
box(es) below fo send log messages to the WatchGuard Log Server, syslog server, or Firebox internal
storage.

WatchGuard Log Server

(7] 5end log messages to these Log Servers!

[ configure... ]

Syskg Server
:] Send log messages to this syslog server:

P address: | . . - l

Port: 514> (Fireware XTM OS v11.7.3 and higher)

Log format: | Syslog v | Configure... |
Frebox Internal Storage

V] Send g messages to Firebox internal storage

(V] send log messages when the configuration for this device is changed

[ Performance Statistics... ][ Diagnostic Log Level.., ]

Lok ][ cancel |[ tew |

2. Select Send log messages to this syslog server check box.

3. Type the IP address of the server on which Logpoint is installed in IP address
text box.

4. Select port 514 from Port selector.

Select Syslog from the Log format dropdown menu.

6. Click on Ok button.

hd

Expected Log format
* General Log
Log Pattern: Space delimited

Log Sample:

2009 Mar 11 12:07:07 wa-hsl->1.2.4.4 2009-03-11 12:16:49 wg Peough
disp="Deny" pri="1" policy="Unhandled Internal Packet-00"
src_ip="1.1.1.1" dst ip="1.1.2.1" pr="3085/tcp" src port="2122"
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dst port="3085" src_intf="1-Trusted" dst intf="0-External"
tcpinfo="offset 7 S 3884792327 win 65535" rc="101" msg="denied"
pckt len="48" ttl="128"

*  Watchguard version 11.9
Log Pattern: Syslog format

Log Sample:

Dec 22 11:27:39 -- host=firewall-clus-01 -- firewall-clus-01
firewall: msg 1d="3000-0148" Allow 3-LAN-DE 2-EXTERNAL-RADWARE 714
tcp 20 55 1.1.1.5 1.8.0.1 58722 80 offset 5 A 4058685545 win 29440
signature name="EXPLOIT Bitcoin or LiteCoin Mining Activity"
signature cat="Web Attack" signature id="1059684" severity="4"
msg="IPS detected" (Out Users HTTP-HTTPS-NoProxy-00)

*  Watchguard version 11.10
Log Pattern: Semi-colon (;) delimited

Log Sample:

1433314980000; service=analyzer; thread id=209441;
hook=CreatingStreamObjectsSavingDb; count=0; cpu avg=0.0;

cpu min=0.0; cpu max=0.0; cpu std-dev=0.0; cpu total=0.0;

cpu tps=0.0; sys avg=0.0; sys min=0.0; sys max=0.0; sys std-dev=0.0;
sys_total=0.0; sys tps=0.0

Configuration in LogPoint

Now login to the LogPoint installation and run through the following steps to finalize.

Importing Application
To import the Application Package follow the following steps:

1. Go to Settings >> System >> Application.
2. Click Import.
3. Choose Watchguard Firewall and click upload.

Application: application_Watchguard Firewall_3.1.0.pak m

o | _carnt_

Adding Repos
To add repos, follow the following steps:

1. Go to Settings >> Configuration >> Repos.
6
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2. Click Add Repo. A pop-up window appears for Repo Information and
Availability.

ADD REPO

Repo information

Repo Name: l | ‘

Repo Path: /opt/immune/storage/ v Retention (day): = E
Add New

Availability

A copy of above repo will be created in the selected remote LogPoints. If somehow the repo is not accessible, its copy will be used in
search. This will hence maintain the higher availability of the repo.

Remote LogPoint: v Available for (day): - G

3. In the Repo Information section, provide a Repo Name. (The length of the
Repo Name should not exceed 29 characters). Select a Repo Path and the
preferred Retention (day) period.

4. Click Add New to add multiple storage locations for your repo.

5. Under the Availability section, select a Remote LogPoint and set up a time
period for Available for (day).

6. Click Submit.

Once after a repo has been added, it will be populated in the Repos feed along with its
repo name, disk space used and retention days.

The number of days displayed under the Retention (days) column is the cumulative
days of all the retention days associated with the different Repo Path for a repo.

Configure Normalization Policy
To configure the normalization policy, follow the following steps:
1. Go to Settings >> Configuration >> Normalization Policies.

2. Click Add.

3. Provide a Policy Name.
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CREATE NORMALIZATION POLICY

Normalization Policy Information

Policy Name:
|@
Compiled Normalizer:
Available Q Selected Q
P
CEFCompiledNormalizer .
>
CheckPointOpsecCompiledNormalizer .
FirstClassCompiledNormalizer
FortiOSCompiledNormalizer
ot v
JSONCompiledNormalizer
Normalization Packages:
Available Q Selected Q

Charite_DHCP_WLAN
Charite_DHCP_Wired
Charite_Radius_WLAN
Charite_Radius_Wired
LP_A10 Thunder CEF
LP_Cisco ISE
LP_FreeRadius Server
LP_FreeRadius VPN

(<[ [vD ]

Note: Ordering of the Normalization Packages will reset the signatures order according to the
packages. Either packages order or the individual signatures order can be altered at a time.

ViewSrtres " omit | s

4. Drag and drop the available Normalization Packages and Compiled
Normalizer to the right-side windowpane. The selected normalization packages
can now be reordered according to the requirement.

5. Click View Signatures to view signatures in the selected packages. You can
deactivate signatures from your policy by deselecting them. You can deselect in
three ways:

* Double click the selected signatures

* Drag and drop in the initial windowpane.

* Press button from the arrow buttons.
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6. Click Submit.

Configure Enrichment Policy

1. Go to Settings >> Configuration >> Enrichment Policies.

2. Click Add.

CREATE ENRICHMENT POLICY

Enrichment basic

Policy Name:

Description:

Specification
Enrichment Criteria

Enrichment rule will be applied only if all of the conditions are satisfied by log event

Key Presents - E

Add New Criterion

Enrichment Rule
Enrichment rule will be applied if all of the conditions below matches

Enrichment Source: -

Source Operation Category

v Equals v Simple v

Add New Rule

Add New Specification

3. Under Enrichment basic section, provide Policy Name and Description.
4. Under Specification section, provide Enrichment Criteria and Enrichment

Rule.

5. Provide the key value after selecting the Enrichment Criterion from the
dropdown menu. The key entered must be present in the log event, and the
value of the key in the log event must match the value or Regular Expression

specified.

Note: Clicking Add New Criterion will generate a new dropdown menu for

Enrichment Criteria options.

6. Select the Enrichment Source from the dropdown menu. The information to be

filled will be followed as per the selected Enrichment Source.

*  Choose a Source from the dropdown menu.
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* The type of Operation will be set to Equals by default.

* Choose a Category from the dropdown menu.

* Ifyou select Simple, provide the Event Key suitable with the Source.

¢ Ifyou select Type Based, choose an Event Key Type from the dropdown
menu. In this case, all the fields of the selected type are eligible to be taken
into consideration.

Enrichment Rule

Enrichment rule will be applied if all of the conditions below matches

Enrichment Source: User_Account_Control
Source Operation Category

description Equals Type Based Event Key Type:  giring ¢ Enable prefixing
Add New Rule

* Select the checkbox Enable prefixing, if you want the results to be
prefixed with the event key. Unselect the checkbox if you want to obtain a
particular result. In such case, LogPoint will perform the lexicographic
operation, where the result will be presented in alphabetical order of the
event key.

Note: Clicking Add New Rule will generate a new dropdown menu for Enrichment
Rule options.

7. Click Submit.

Note: If you have a distributed LogPoint setup you cannot administer the Enrichment
Policies of the remote LogPoints from the Distributed LogPoint dropdown menu on
the Header Bar inside the Settings menu.

Warning: Using enriched field as an Enrichment Criteria for Type based enrichment
is now allowed if the enrichment has been performed once previously. For example, if
the field source_address is an enriched field, then the user is not allowed to use that
field as an enrichment criteria value.

Configure Routing policy

Routing Policy allows the users to selectively determine what incoming data gets
forwarded to a particular repository and what gets dropped. Routing is performed on
the basis of "key-value-match" or "key-present" criteria.

Steps to configure Routing Policy:

1. Go to Settings >> Configuration >> Routing Policies.
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2. Click Add Policy.

ADD POLICY

Policy Information

Policy Name:

Catch All: Select Repo -

Routing Criteria

Type: KeyPresent -
Key:

Operation: * Store raw message Discard raw message Discard entire event

Repository: Select Repo -

S.N.| Type Key Value Repo Operation Actions

In the Add Policy panel, click ? to open the help section for routing policy. It lists all
the points to be considered while creating a routing policy.
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ADD POLICY Back

Policy Name:

« The value can be alpha numeric characters with hyphen(-), underscore(_) and the value should not contain any spaces.
« The value should be unique.
« The policy name should not start with _logpoint.

Routing Policy:

* Routing Policies are used to forward particular log messages to a desired repository or to drop them.

Policy Information:

« Provide a name to the routing policy. Make sure that the policy name is same as the name of an existing repository.
« Catch All acts as the target repository if any of the routing criteria is not applied.

Routing Criteria:

« Select type for the routing criteria.

« KeyPresent will only take key parameter and this key will be used to filter out the messages.

« KeyPresentValueMatches will take both key and value as parameters where value is a regular expression and the combination
of both key and value will be used to filter out the messages.

« Select repository to send the message if condition is satisfied.

« Operation determines either to forward the message to specified repo or drop the message, if the condition is satisfied.
« Click on add button to create routing criteria after filling up the credentials.

« The added criteria are listed in the table below the form section.

« The routing criteria listed in the table can be re-ordered and also can be removed.

« The messages are processed in order of routing criteria specified.

e In Policy Information section of the panel, provide Policy Name for the routing
policy.

* In the same section, select a repository from the dropdown menu as Catch All. If
any Routing Criteria does not match with the log messages, Catch All repository

will act as the target repository.

5. In Routing Criteria section, select a Type for the routing criteria. The type may be
either “KeyPresent" or “KeyPresentValueMatches".

o If KeyPresent type is selected, provide a Key. The routing criteria will be
applied to the log messages containing the provided key.
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ADD POLICY

Policy Information
PO"CY Name: routing_repo

Catch All: default -

Routing Criteria

Type: KeyPresent -
Key: source_port

Operation: * Store raw message Discard raw message Discard entire event

Repository: routing_repo - ‘

S.N.| Type Key Value Repo Operation Actions

o If KeyPresentValueMatches is selected, provide a Key and its Value. The
routing criteria will be applied to the log messages confirming the provided
Key-Value match.

Note: The Key for both KeyPresent and KeyPresentValueMatches types must be a
normalized field name of the log message.

6. Select the target Repository from the dropdown menu for the Routing Criteria.
7. Choose an Operation to:

o Store raw message: This will store both the raw message and the normalized
data in the target repository.

o Discard raw message: This will discard raw message and store the normalized
data only.

o Discard entire event: This will discard both raw message and the normalized
data.
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8. Click Add.

ADD POLICY

Policy Information
Policy Name: routing_repo

Catch All: default e

Routing Criteria

Type: KeyPresentValueMatches -
Key: norm_id
Value: | 23454|
Operation: Store raw message * Discard raw message Discard entire event
Repository: routing_repo -

—> K3

S.N.| Type Key Value Repo Operation Actions

1 KeyPresent source_port Not Applicable routing_repo Store message A~ ~ T

2 KeyPresentVal... sig_id 12345 routing_repo Discard raw A~ ~ i)
message

All the added criteria are listed in the table below Policy Information section and
prioritized according to their S.NV. with serial number 1 being the highest priority
criteria. Priority of routing criteria can be changed by clicking "up arrow" and "down
arrow" in Actions column of the table.

9. Click Submit to save the routing policy, or Cancel to abort the process.
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ADD POLICY

Policy Information

Policy Name: routing_repo

Catch All: default

Routing Criteria

Type: KeyPresentValueMatches

Key:

Value:
Operation: Store raw message
Repository: routing_repo
S.N.| Type

1 KeyPresent source_port

2 KeyPresentVal... sig_id

3 KeyPresentVal... norm_id

*  Discard raw message

Value

12345

23456

Repo
routing_repo

routing_repo

routing_repo

Discard entire event

v

Operation Actions
Store message n v il
Discard raw A v ]
message
Discard raw A v T
message

After submitting the policy, users will be redirected to the Routing Policy page where
all the routing policies are listed in a table. The table also displays Number of
Repositories that the policy is using and Number of Devices to which the policy is

applied.
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logpoint
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Routing Policies

€ INCIDENT

£} SETTINGS

Add Policy %) More v Oselected  Search...

S.N.| Name Number of Repositories Number of Devices Catch All Actions

1 routing_repo 2 0 default (ofi}

2 _LogPointAlerts 1 0 default (i ]

3 default 0 1 default oo

] 4 _logpoint ] 1 _logpoint jofi )
Page 1 of 1 C Displaying 1-40f 4 Pagesize: 25 -

USERACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM ROUTING POLICIES .

Now, if any of the routing criteria configured in the policy is matched by an incoming
log message, it will be either forwarded to the target repository or dropped as per the

policy.

For example, let's configure a routing policy as shown in the figure below:

‘ ADD POLICY

Policy Information
Policy Name: routing_repo

Catch All: default

Routing Criteria

Type: KeyPresentValueMatches
Key:
Value:
Operation: Store raw message
Repository: routing_repo
S.N.| Type Key Value
1 KeyPresent source_port Not Applicable
2 KeyPresentVal... sig_id 12345
3 KeyPresentVal... norm_id 23456
16

*  Discard raw message

Discard entire event

-

Repo Operation Actions

routing_repo Store message AV

routing_repo Discard raw A~ T
message

routing_repo Discard raw AV

message
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So, the following log message that contains a field named source port is forwarded to
"routing_repo" repository as configured in the routing policy.

2017/01/1208:13:33
Connection | Deny | Firewall

action=denied v | col_ts=2017/01/1208:13:33 | col_type=filesystem~ collected_at=LogPoint ' destination_address=192.168.4.255 ' destination_port=138
device_ip=127.0.0.1v ' device_name=localhost - ' log_ts=2017/01/1208:13:33 ' logpoint_name=LogPoint~ norm_id=Kernel - ' object=set_firewall v process=kernel
protocol=udp v ' repo_name=routing repo - sig_id=19023  source_address=192.168.4.165+ source_name=/var/log/syslog~ ' source_port=138

Jan 12 08:13:29 LogPoint kernel: [ 8964.458358] set_firewall; denied udp; IN=eth0 OUT= MAC=ff:ff:ff:ff:ff:ff:00:0c:29:1f:3b:d5:08:00 SRC=192.168.4.165 DST=192.168.4.2
55 LEN=242 TOS=0x00 PREC=0x00 TTL=128 ID=19110 PROTO=UDP SPT=138 DPT=138 LEN=222

* [t is not possible to specify routing specifications for the repo " logpoint".
e " LogPointAlerts" is the default routing policy bundled with LogPoint. For the
log messages whose 'norm_id' field has 'LogPointAlerts' value, the policy routes

those log messages to LogPointAlerts repo. Otherwise, it forwards them to
default repo.

Configure Processing Policy

A Processing Policy integrates Normalization Policy, Enrichment Policy, and
Routing Policy into a single policy. The main purpose of the Processing Policy is to
aid in the data enrichment process.

1. Go to Settings >> Configuration >> Processing Policies.

2. Click Add.

3. Provide Policy Name.

4. Select the required Normalization Policy from the dropdown menu.

5. Select the required Enrichment Policy from the dropdown menu. It is optional to
add an Enrichment Policy.

6. Select the required Routing Policy from the dropdown menu.

7. Click Submit.
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PROCESSING POLICY

Processing Policy

Policy Name:

Normalization Policy: v
Enrichment Policy: v
Routing Policy: v

Configure Device

1. Start by clicking through “Settings” > “Devices”

2. Click on the “Add” button, to add a new device, and fill out the fields
a. “Name”: Name of the device
b. “IP address(es)”: IP address of the device

c. “Device Groups”: Device groups, that this device should be part of.
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CREATE DEVICE © O ‘

Device Information

Name: |

IP address(es):
Device Groups:
Log Collection Policy:

Distributed Collector:

Time Zone: UTC TimeZone -
Risk Values

Confidentiality: Minimal -
Integrity: Minimal -
Availability: Minimal v
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