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Introduction

Kubernetes is a portable, extensible, open-source platform for managing containerized workloads and
services that facilitate declarative configuration and automation. It has a large, rapidly growing
ecosystem. Kubernetes services, support, and tools are widely available. This document covers the
community release of the Kubernetes plug-in.

Scope

This community release covers Amazon Elastic Kubernetes Service (EKS), normalizing logs served from
the CloudWatch log source, and Kubernetes installations on Linux, such as Ubuntu, normalizing logs
served from the Linux (syslog) log source.

Package Contents

This release contains the following files:

e Kubernetes Alert Rules (4 alert rules)

e Install via Settings > KB > Alert Rules > Import (KubernetesAlertRules.pak)
Kubernetes Audit Compiled Normalizer

e Install via Settings > Configuration > Universal Normalizer > Add > Browse

(KubernetesAuditCompiledNormalizer.pak) > Upload Config

Kubernetes Dashboard (8 dashboards)

e Install via Settings > KB > Dashboards > Import (KubernetesDashboards.pak)
Kubernetes Report Template (1 report)

e Install via Reports > Report Templates > Import (KubernetesReportTemplate.pak)
Kubernetes Search Template (1 report with 3 tabs)

e Install via Settings > KB > Search Templates > Import (KubernetesSearchTemplate.pak)
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Installation

Install each of the packages in turn, as detailed below:

Kubernetes Alert Rules (4 alert rules)

¢ Move to Settings > Knowledge Base > Alert Rules > Import

e Import the file KubernetesAlertRules.pak

The imported Alert Rules should look as below:
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« sack Al Alert Rules
TABULAR VIEW 00 ALLRULES MPORT  Select Log Source 4ACTIVERULES [ FICTER ACTIVE RULES

SN, Name Description Log Source

ms that the user tried to access some resource  Kubernetes
by the KBs Role Policy.

1 K8s Resource Access Denied
Active

2 KBs Execinto Container This alertis triggered when ever a user tried to perform shell  kubernetes

ecrets

4 KBs Suspicious Deletion of Kubernetes
Events Resource.
Active
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OSELECTED  MORE

T1070.009
T1562 - Impair Def
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Kubernetes Audit Compiled Normalizer

e Move to Settings > Configuration > Universal Normalizer > Add

e Specify the file KubernetesAuditCompiledNormalizer.pak in the dialogue that appears
e Choose Upload Config

e Make sure the screen looks the same as the screenshot below. If so, click Save.

ADD CUSTOM PACKAGE e0

UNIVERSAL NORMALIZER

Canig File:

KubernetesAuditCompiledNormalizer pak

KubernetesAudit
KBsAuditNormalizer
auditkBs.ioAl

ContainerOrchestrator

® JSON CEF csv

Key-Value Pair

Parsing Depth: 5

requestobject  Successfully pulled image "<im  Successfuly pulled image "ngir  Norm

requestobject. ~ Container image *<image_nam  Container image registryk8sic ~ Norm

request_uri

responsestatus  <forbidden_resourcewords> is  pods is forbidden: User “systen  Norm

sourceips [11045.20.141] Norm

\
\
apint [ |
\
[ <soure.ipip>"] ‘

Field Taxonom; y CSV fle:

e Check the normalizer is installed by moving to Settings > Log Sources and clicking Add Log
Source

e Choose either Linux or CloudWatch as the log source

¢ Move to the Normalization tab and type Kubernetes in the search bar on the left

e CustomKubernetesAuditCompiledNormalizer should be selected, as shown below

Log Sources / CloudWatch

CloudWatch  Cloudwetchetcher

Create Log Source
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Details Source  Connector @)  Routing @  Normalization  Enrichment
CloudWatch
Version: 3 - Last Updated: 2024/10/24 06:42:12 Normalizer
AWS 0/733 items Available 072 items Available
Collects logs generated from AWS CloudWatch, including Amazon EC2 instances, Amazon EBS volumes, kubernetes ‘ Q Q
Elastic Load Balancers, and Amazon RDS DB instances

CustomKubernetesAuditCom or = CloudWatchCompiledNormal. omp o
Documentatior

= LpAWS CloudWatch o
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Kubernetes Dashboard (8 dashboards)

¢ Move to Settings > Knowledge Base > Dashboards > Import
e Import the file KubernetesDashboards.pak

The imported Dashboards should look as below (first dashboard only shown)

« sack My Dashboards

MY DASHBOARD EXPORT &, IMPORT MORE v  OSELECTED
SN, Name Widgets Info. Actions
Tl 1 Kubernetes - Roles and RoleBinding U Ut R @) oM @O

description: This widget shows us the information about the cluster user who has created new role in cluster.

query: *resource"="roles" request_method=create | rename resource_name as roleName | chart count{) by user, roleName, resource_namespace
display_type: chart

repos: 1 repos from 1 LogPoints.

time_range: last 1 da

public url: https://3.250.4.175/api

widget_name: Roles Created in last 24 Hours

description: This widget shows us the number of roles created in last 24 Hours
query: "resource"="roles" request_method=create] chart count) as RolesCreated
display_type: chart

repos: 1 repos from 1 LogPoints.

time_range: last 1 day
public url: https://3.250.4.1

widget_name: RoleBinding Resource Created

description: This widget shows the information about the rolebinding created by cluster user.

query: *response_status_code" =201 “resource* = *rolebindings" | rename resource_name as RoleBindingCreated | chart count() by user, RoleBindingCreated , source_ip
display_type: chart

repos: 1 repos from 1 LogPoints.

time_range: last 1 day

public url: https://3.250.4.175/api

widget_name: Number of RoleBindings Created

deseription: This widget shows information about the RoleBinding created in a K8s Cluster.

query: *response._status_code" =201 "resource" =" " | chart count( as ted
display_type: chart

repos: 1 repos from 1 LogPoints.

time_range: last 1 day
public url: https://3.250.4.1

To add a dashboard, move to Dashboards and click the orange + button on the right

¢ Move to My Dashboards and choose one of the dashboards shown below

ADD DASHBOARD

My Dashboards » (] SN Name. Widget Count
Vendor Dashboards » (O 1 Kubernetes - Roles and RoleBinding 4
Used Dashboards > O 2 Kubernetes - Certificates Signing 5
ol Brtitirrich ’ oo KUBERNETES - CONFIGMAPS OVERVIEW 1
o 4 KUBERNETES - SECRETS OVERVIEW 12
O s Kubernetes - Deployment Overview 5
O s Kubernetes - Service Account 6
o7 Kubernetes - Cluster Security Overview 20
O s Kubernetes - Pods Overview 7

An example dashboard is shown below

Dashboards

All Dashboards

AD: USER ACCOUNT MANAGEMENT  LP_WINDOWS AUTHENTICATION SOC  DARKTRACE LP_WINDOWS OVERVIEW ~ LP.DEFAULT  NIYOS ACCOUNT MANAGEMENT LP_GATEWATCHER KUBERNETES - CLUSTER SECURITY OVERVIEW
© ADDWIDGET [ REPORT 4 SHARE CHANGEREPOS  AUTO ARRANG
User Activities insides a K8s Cluster K8s Nodes Information Response Codes in K8s Cluster v

mdecision

' Nodes L

Top 10 Source Address Top User Agents

w1104411644 wrsgont

et 302 ot bomeres7418

21005064
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Kubernetes Report Template (1 report)

e Move to Reports > Report Templates > Import
e Import the file KubernetesReportTemplate.pak

The imported report template should look as per the screenshot below.

MYREPORT TEMPLATES * @ ADD &, EXPORT gk IMPORT MORE
SN. Name Scheduled User Version
1 K8s_GDPR : K8s Secret Resource Audit [x] admin

0 SELECTED

Actions

[FafoYc Al

Click on the Run This Report button ® under Actions on the right to run the report

A sample from a report is shown below
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K8S_GDPR : KBS SECRET RESOURCE AUDIT
CONFIDENTIAL REPORT

Generated at: 2024/10/02 02:55:44

Period: 2024/10/01 02:55:44 to 2024/10/02 02:55:44

Automatically Generated by partner

Secrets Assigned to Namespace

A GDPR compliance breach involving "secrets assigned to another namespace" occurs when
sensitive personal data is improperly exposed or dtoan thorized context or
environment. This breach typically arises from misconfigurations or inadequate access controls
within data management systems, leading to unauthorized access or visibility of data intended to
be restricted. Such incidents violate GDPR principles, which mandate stringent data protection
and access restrictions. Organizations must promptly investigate, mitigate, and report these
breaches to the relevant authorities while notifying affected individuals to ensure transparency
and accountability. Compliance with GDPR requires robust data governance and regular audits to
prevent such breaches.

Secrets Assigned to Namespaces

M production(41%) M testing-ns(35%) Ml development(12%) M testing(7%) M staging(5%)

Kubernetes Community Release - Setup Instructions

Page 5/6



II' LOGPOINT

Kubernetes Search Template (1 template with three tabs)

e Search Template (1 report with 3 tabs)
e Install via Settings > KB > Search Templates > Import (KubernetesSearchTemplate.pak)

e Move to Settings > Knowledge Base > Search Templates > Import
e Import the file KubernetesSearchTemplate.pak

The imported search template should look as below

Search Templates
MY SEARCH TEMPLATES ADD & IMPORT 2, EXPORT MORE v  OSELECTED

SN, Name Description

1 User Activity in K8s Cluster This search Template shows th

To show the search template, move to Search Templates and click on the template name

e There are three tabs
e User Activities containing 4 widgets
e Resource Details containing 6 widgets
e Investigation containing 5 widgets
e On each of the tabs, click on Update to see the populated widgets

Search templates are more efficient, update faster and use less memory than dashboards so it is
recommended to use search templates over dashboards as much as possible.

An example search template is shown below

USERACTVITES  RESOURCEDETAILS  INVESTIGATION
© ADDWIDGET [3 REPORT AUTO ARRANGE ~ UPDATE PARAMETERS
s
Resource Created Resource Created N
Resoures
. rco_namespace X
- e
ResourceCreated —
5 40 6 Roquest Mothods:
1
l b sk oca Override widget time range
RePos
Al >
Resource Deleted Resource Deleted
I C p7216108
Ds nodeip-172:16:105.
ot
ResourceDeleted
0
e 3.355
I
Resource Updated Resource Updated
sip
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